
Apply filters to SQL queries

Project description
In this project I am tasked with finding the failed login attempts that occurred after normal
work hours. I will use SQL to filter the log retrieving only those that I need.

The purpose of this is to show how you can mitigate the data returned from a database to only
those columns needed. This is vital for a security analyst as being able to efficiently filter
through logs will allow me to complete my tasks quickly and effectively by retrieving reputable
data and translating the results easily.

I will use SQL to:
● Filter for login attempts that occurred after hours
● Filter for login attempts on specific dates
● Filter for login attempts from specific locations
● Filter for information on employees in specific departments
● Filter for information on employees not in a specific department



Retrieve after hours failed login attempts
To begin with, I specified specific rows I wanted to return as i do not want to return redundant
information that is not needed for this task , I chose to filter for username - so I can see which
user account failed, login time, - so I can specify after hours attempts and success - as this will
return the success rate of the logins.

I then had to filter based on 2 conditions. First, I wanted the login_time column to only show me
logs after 6pm as this is the standard logoff time for most employees.

Secondly, I had to specify the success rate of login attempts, the 0 indicates a failure to login
and a 1 indicated a successfully login.

This had returned the following:



Retrieve login attempts on specific dates
My team is investigating a suspicious event that occurred on '2022-05-09'. I want to
retrieve all login attempts that occurred on this day and the day before ('2022-05-08').

I had chosen to return all database columns as I want to know all the events that occured
during this time frame.

To specify this I used the BETWEEN operator and the AND operator to filter between two
dates.

The WHERE operator always comes before as this indicates the column I want to apply the
filter to

This has returned a large list, partial below.



Retrieve login attempts outside of Mexico
I had not specified the column so I used the asterisk wildcard which returns all rows, I then
specified the database to be used.

Lastly, to filter for all login attempts apart from Mexico I had used the NOT and LIKE operator
with the percentage sign wildcard.

The NOT operator will filter out the specified condition after it,

The LIKE operator will search for a matching pattern of the specified string.

The issue was there are countries listed as ‘MEX’ and ‘MEXICO’ so to make the query as
efficient as possible I used the percent wildcard which tells the database to match the pattern of
anything beginning with ‘MEX’.



Retrieve employees in Marketing

In the following query I had to search for all employee information who work in the east building
marketing department.

I again specified to return all columns in the employees table.

I then used the WHERE operator to specify the exact columns I want to filter against, specific
the marketing department and used the LIKE operator with the percent wildcard to return all the
devices in the east office building.

The results look like this:



Retrieve employees in Finance or Sales
In this query I had used the OR operator to filter for two specific departments.



Summary
In Summary, I was able to retrieve Logs using SQL to filter for information I needed from the
database by applying AND, OR and NOT operators to SQL queries as well as utilizing wildcards
to return accurate information.


